MMESign

eSign Cloud
System Administration: Setting Signing Options

Using this Guide

The self-paced learning approach to the implementation of IMM eSign provides an institution
with control over the pace at which its employees will learn the materials needed to understand,
implement, utilize, and support their solution.

This guide serves as a reference tool as well as a companion guide to the fourth lesson in Stage
3: System Administration—Setting Signing Options.

You should watch the video located on the lesson page and use this document as a reminder of
what you learned and perhaps a place to make notes and identify areas of question or concern.

The guides in this Stage will also include recommended activities for steps that should be taken
when setting up your eSign solution.

The lessons in Stage 3 will enable you to:

¢ Configure many elements your IMM eSign Cloud solution with the exception of
Templates/Attachments

¢ Continue making decisions about how your users will interact with eSign

e Continue making decisions about how your customers will interact with eSign

¢ Understand the options in Adobe Sign that will affect the remote signing experience



Overview

The actual process of a person signing documents electronically has a certain flow and
requirements. In this lesson we will briefly review the elements already introduced and then look
at where the settings are configured in both eSign and Adobe Sign.

The key elements of this lesson are:

e A brief review of the signing elements, considerations, and permissions
e Walkthrough of the eSignature Settings screens, options, and areas of discussion
e Introduction of the Adobe Sign administrative screens and considerations

And after watching the video you should:

e Develop a robust understanding of the signing process both in person and remote

e Apply your institution’s decisions around signing in the IMM eSign configuration screens
e Apply your institution’s decisions around remote signing in Adobe Sign

e Record any questions your team has to discuss with your IMM Solution Specialist

Activity Checklist

e Waitch the Lesson 4 video

¢ Review the information you entered in the Implementation Workbook regarding signing
decisions (Signing tab of workbook) and make updates, changes, additions as needed

¢ Go into the eSignature area of Administration and explore the settings and options to
familiarize yourself with them. Take note of any questions or concerns you may have.

e Review the Abode Sign Help pages. The link to these is found on the Stage 3/Lesson 4
webpage and will direct you to https://helpx.adobe.com/sign/user-guide.html
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Signing Elements

In previous lessons, you have learned about signing
considerations and user permissions set in eSign including those

surrounding signing. ]

Remember, users can sign documents either in person or
remotely and when in person, they will generally use some sort of
device: signature pad, pen display, or tablet, or possibly use the =
“keyboard” method which we sometimes call “click to sign.” The
in-person user will need to consent to certain terms, create and Tablet  Click to Sign
apply their electronic signature, and confirm their signatures.

R

Signature Pad  Pen Display
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The Remote signer will utilize Adobe sign, with which
eSign is integrated. They will use their own device

) (whether a computer, tablet, or cell phone) to also
\: - <+ |MMeSign agree to terms, create and apply their electronic
| - signature, and confirm their signatures. They’ll also

11 be able to apply their signature using different
methods, such as drawing on their device or using
their smartphone, type, or upload an image.

In addition, there are various two factor authentication methods available for the eSign user and
your institution can administratively decide which methods your users will have access to.

Other than those settings and the institution user’s email being set as their default, the rest of
the remote signing options (such as the language in the consent and the methods of signing)
are set by your Adobe Administrator in the Adobe Sign system directly. This lesson takes a
look at some of those settings in addition to the eSign settings.
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In Person Signing

There is a single permission type for In Person Signing DR

which determines which methods, if any, an eSign user Group Members Can Access In Person Signing
has when working with an in-person signer. This is in T

both the User and Groups permissions.

Draw

Additional signature settings managed in eSign are R
located under the Administration menu by selecting :
eSignature. D DERVACCess

The eSignature Settings page has five tabs.

@ eSignature Settings IMM eSign

Defaults Consent Signature Pad Remote Message Templates Other Remote Settings

Remember, you can always go to Help | Documentation and search for “eSignature Settings” if
you’d like to review the online documentation.

eSignature Settings

Defaults tab

Set the available signing methods and default method that will be used when the eSign
institution user is utilizing one of the three workstation types displayed here: PC Touch Capable
(e.g., surface pro tablet), PC Traditional (e.g., desktop or laptop), or iPad.

The options for signing are
Defaults:

e Signature Pad -

L] Type PC-Traditional ./ SignaturePad o/ Tpe D Defaultto; Type

° DraW iPad / Tipe o Braw Defaultto: Draw =
Use case: If your employees utilize [ Adcphoto
standard PCs and some employees will (] Frce e onsen
have signature pads and others will

have pen display signature devices, you may choose to select only SignaturePad and Draw as
available options. By not selecting Type, employees will not have the option to utilize the
keyboard to type in a name in place of a signature. The option chosen as the default will be just
that, and the employee will be able to change the method if needed.

Add Photo enables the Add Photo button on the eSignature Consent page so that employees
can capture a photo of the signer to include with their electronic signature.
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Force Review of Consent will require that the user click on the Consumer Disclosure link in
order to indicate that they reviewed and agree to your institution’s consent language.

1 have reviewed the Consumer Disclosure and agree to do business electronically with HomeTown Financial @ Print
ele id | =
=
>
o P
< I=Nh ‘r-.;_

After making changes on this tab be sure to click Save.

Consent tab

By default, there is wording provided in the Consent dialogue. This is only a sample and your
team should verify the contents meet with your institution standards.

When you update the consent language, either type directly in the box, or copy and paste from
Notepad. Copying and pasting from Word or other word processor may inadvertently copy in
embedded control characters and result in undesired effects. The formatting bar at the top of the
window provides the ability to add text formatting as desired.

Defaults Consent Signature Pad Remote Message Templates Other Remote Settings
Version: 1.0 Updated By: Immadmin 04/21/2021 154828 [
Consent
‘ B I U a TimesNewRoma‘v H'\Zpt ‘v ||Norma| |v ‘H E=E=siCice<=x= A~ A~

Sample Disclosure and Consent to the Use of Electronic Signatures and Records
This is a sample only - each system user is responsible for determining the appropriate content for an ESIGN Consent Disclosure applicable to the system-
user's business. The system user should consult its own counsel to prepare the ESIGN Consent Disclosure and approve its contents for legal sufficiency.

Please read this Disclosure and Consent to the Use of Electronic Signatures and Records ("Disclosure") carefully, it contains important information. In this
disclosure, "we", "us" and "our" are used to refer to the financial institution providing the service or account you are applying for, and its current and future
affiliates. "You" and "your" refer to the person giving this consent.

In order to complete this transaction electronically, we need your consent to use electronic records and signatures. We will provide you with all the
necessary equipment, as well as any assistance you may require to complete this transaction in our branch or office. If you do not consent to the use of

alantranin ranarde and cianaturac van will ha 1inahla tn neanaad alanteraninalluy and masr hannahla ta samnlata tha trancastian

Note that the fonts used may not be compatible with all display devices. Testing is imperative.

After updates are made and the Save button is clicked, the Version number will increment, and
the old version will be a new line on the screen so that you can go back to it if needed. Just click
on the line to expand the details. The version number will also be shown in the audit report
when a signer signs a document in person.
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The Notes section below the consent language is there if you would like to keep track of
changes or any other relevant information about the version.

Additionally, we are required by law to provide you with certain information in this transaction "in writing" which means you have a right to receive that
information on paper. However, with your consent, we may also provide this information to you electronically.

Notes

As always, don’t forget to click save after making changes.

Signature Pad tab

Here, the administrator sets what the user sees when a signer is utilizing a signature pad during
an in person signing session and how the signing process will flow. These settings are specific
to signature pads and do not apply to other signing devices.

Defaults Consent Signature Pad Remote Message Templates Other Remote Settings

Display messages on signature pad (Supported with IE Browser only)
D Operator must click "Next" to navigate the signature pad user to the next signature field.
I:‘ Operator must click "Sign”, "Click Here to Sign’, "Review”, and/or "Confirm Review" to prompt the signature pad user to sign or review.

I:‘ Turn Off the Backlight after Signing

Consent:
1, %SignerName%, have reviewed the provided Disclosure and Consent and agree to the Terms of Use.

Signing or Reviewing Message:
I, %SignerName% %MarkAction% %CurrentDocumentName%.

Importantly, as of the writing of this document, display messages on the signature pad is only
supported with the IE Browser. As signature pad manufacturers implement support for other
browsers in the future, IMM will enhance the functionality accordingly.

When Display messages on signature pad is selected, messages appear on signature pads
during the in-person signing process giving signers more control ultimately enabling a faster
signing process. When this setting is not selected, the signature pads are blank and are only
used to capture signatures and initials.

Operator must click “Next” to navigate the signature pad user to the next signature field results
in the employee needing to click next in order to move the signer from field to field. When not
selected, the user will automatically be routed through the documents.

Operator must click “Sign”, “Click Here to Sign”, “Review”, and/or “Confirm Review” to prompt
the signature pad user to sign or review also requires the employee to click and prompt the
signer to act on the item.
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Turn off the backlight after signing will turn off the signature pad backlight after the signature
pad user has completed the signing experience.

There are three message templates that can be set that will display for the signer on applicable
Signhature Pads: Consent, Signing or Reviewing Message, and Confirm Signing or Reviewing
Messages.

Consent:
I, %SignerName%, have reviewed the provided Disclosure and Consent and agree to the Terms of Use.

Signing or Reviewing Message:
I, %SignerName% %MarkAction% %CurrentDocumentName%.

Confirm Signing or Reviewing Messages:
|, %SignerName%, confirm that | %MarkAction% the %DocumentSetName% document set.

The messages can contain both static text and what are called monikers. Monikers are
variables that will put unique text in their place.

e For Consent, the only available moniker is: %SignerName%
e For Signing Message, the available monikers are: %SignerName%,
%CurrentDocumentName%, %MarkAction%, and %MarkType%

¢ And for Confirm Signatures, the available monikers are: %SignerName%,
%DocumentSetName%, %MarkAction%, and %MarkType%

Remote Message Templates tab

This tab is used to create customized message templates for the emails signers receive when
being notified of a signing session or when receiving documents via eDelivery.

Defaults Consent Signature Pad Remote Message Templates Other Remote Settings

Total Records : 2 [ +- mﬁ'l Em GEEDI
Selected : 0

‘ Template Tille: | b it Template Message SUbject: o0 CUMENTSETNAMES: (for %SIGNE]  Default m ‘
[] Template Title: | 400 pocs Message Subject:  5,0CUMENTSETNAMES: (TESTING) T@F
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To expand the details of a template, click on a template line.

Template Title: Message Subject:

Default Template %DOCUMENTSETNAME®% (for %SIGNE \/ Default

Signing Message:  Your documents are available for viewing, signing and printing

eDelivery Message:  Your documents are available for viewing and printing

When the user selects a template at the time of sending a session for signing or documents for
eDelivery, they can still modify the language if needed to customize or personalize the
message.

Signing Message will be used when the email is being sent from the eSignature Management
page

‘l eSignature Management IMM eSign

L o0& 9 ® @

Evail | demo@emailcom

HALEY WALKER

Phane §55-555-4444

Message Details

Ssender | timk@immanline.com - | . Tempiate  Default Template -
o Select G0 Subjest  Document Set (for HALEY WALKER)

Your documents are available for viewing, sigring and printing.
Message

=

=1 Send

eDelivery Message will be used when an email is being sent using the Delivery option:

VAR = HALEY WALKER = BEl @ ) @

Emall email@email.com

3

WILL IAM NELSON FARMS

Message Details
Sender | timk@immonline.com - |/ Template  Default Template g
cc Select CC Subject Document Set (for HALEY WALKER)

Your documents are available for viewing and printing.
Message

Like with the consent page, when entering message text you should type directly in the box or
copy from Notepad and not copy and paste from Word as embedded control characters may
cause erratic behavior.

You can see from the example above that the monikers of SignerName and DocumentSetName
can be used in the message subject line. The SignerName will be the full name of the first party
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in the session and not necessarily the signer receiving the email. The DocumentSetName wiill
use the Default Product Type Name which we will see on the next tab. (Note, this option is more
relevant with other eSign products and isn’t necessarily useful in this setting. For clarity, simply
using static text here is recommended.)

Use the Set as Default button to indicate which template will be the default for all users. The
other templates will appear in a drop-down list, so naming them in a useful way in the Template
Title field is important.

Use the +Add button to create a new template.

If you need to delete a template, you can use the trash can icon at the template level or place a
check mark in the box or boxes of the templates you wish to delete and click the Delete button
at the top of the tab.

Other Remote Settings tab

Sender’s Email provides a way to enter email P
addresses that will appear in the Sender and - oy - ——
CC drop down lists when sending a document
set for eSignature or eDelivery. By default,

Email Delete

eSign will fill the sender field with the current i bobtest@emall.com uy
user’s default sender’s email (which does NOT Edit Bryoe:Hometawn@immonine.com i
need to be in this list). However, the user may Edit mballimmenline.cor ]
select a different sender email address or add Edit tim kanaley@immonline.com T

CC addresses if needed. Note that just like the

user’'s email addresses, these email addresses must be activated with the Adobe sign system to
be utilized as the Sender. In most cases, these email addresses must also utilize the same
email domain; however, if you have more than  ,ygiional oc Domain:

one domain you may add additional CC

domains in this box:

Note: it is not necessary to add all user’'s email

addresses to the Sender’s Email list. CC user recieve notifications and can access documents like Sender
Defaut Product Type Name The options below the email list and CC domain are not
Document Set fl’equently Ut|I|ZEd
Altemate signature patter: Default Product Type Name is the field used to populate the

Document Set Name moniker when a document set name is

not otherwise provided by your host system.
LightsOut Settings:

LightsOut Defautt Email The additional three options used only in very specific
circumstances and will be set or addressed by your installer
or consultant.

LightsOut Default Service

As always, click save if you’ve made any changes.

Email Verification
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Remote Signing

Adobe Sign

The designated Adobe Sign administrator at your institution will receive a link from IMM that
they will use to access Adobe Sign. In Adobe sign, your administrator will need to ensure that all
your users have been set up with their email address that

matches the value in eSign in the Default Sender Email field in Details | Groups  Permissions  Effec
User Maintenance.

Adding Individual users Domain:

To add a single user to your Adobe account, log in and
navigate to the Users section of the Account tab.

Default Senders Email:
Click on the plus sign and enter the user’s email address, first timk@immonline.com
and last name, and assign them to the default group on the
Create a user tab

Create x
Casey «
o = =/ Create a user
Q Users ¢ o
Email Address
Perial Preferences  ~ Your license allows a maximum of 10 active users and your account currently has 1 Fredo@caseyjones dom
—_ First Name
sers Q search =2 =
Alfred
Groups Name a Emall Member Of Status Last Login
Last Name
efaul 0812812017
Account Settings . Casey Jones Default Group CTIVE 0 0
Mandalich
Elmo Naughtlasb  Elmo@caseyjonesdom Default Group CREATED
Billing Info ~ User Group
Workflows Default Group -

[Create a new group for this user]
Default Group
Legal Team

O View Their Agreements

Adding users in bulk o) €D
Use the Create users in bulk from the same

Create Users screen.

Create X
You will use a simple CSV file and you can Create users in bulk
download the sample CSV file and change it
accordingly. ikl o
H H H Allow Create Users
All'you will need to worry about is Email e
Address, First Name, and Last Name. @ Allow Create Groups
— Create or update many users in batch (download sample CSV file). Learn more_.
A B C
1 Email Address First Name Last Name
| 2 JohnDoe@emaildomain.com John Doe )
3 |CeliaDoce@emaildomain.com Celia Doe
4 FredDoe@emaildomain.com Fred Doe

There is a handy “Learn More” link on the tab as well if you would like to explore.
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Once you have your CSV of users to upload, you’ll simply browse to it and click Import. If you're
just adding new users, you can select just the “Allow Create Users” option.

When users are set up in Adobe Sign, they will receive an email with a link to confirm their
account and set their password which they must do before their account is active.

Additional Adobe Sign settings

Signature Preferences

After users are authenticated to Adobe Sign using the two factor authentication method chosen
by the user, they will have options for how their signature will be captured.

This illustration shows the 4 possibilities:
.
’ Type T - 2 L]
e Draw [ype Draw Image Mobile
e Image
e Mobile

To determine what you’d like your signers to see you will access Signature Preferences from
the Account tab. There you will see “Allow recipients to sign and initial by ...”

IMMESIgN | Adsbese
Home Send Manage Repcrts

ignature Preferences ©

Search

Use well-formatted signatures and initials @)

Global Settings
Dynamically adjust line below the signature and initials @)

Account Setup

Allow recipients to sign and initial by

Signslueibreerences ™ Typing their name and initials

Dynamically choose signing font @
Drawing a handwritten signature and initials on the screen using mouse, stylus or their finger
O Uploading an image of their signature and initials

Digital Signatures

Report Settings
Security Settings O signers can change their name or initials when drawing or uploading their signature @
Send Settings
s Allow recipients to use their saved signature
Message Templates O All recipients
O Internal recipients
Rin-Pharma Settings @ Noone

If you would not like your signers to type, but prefer they use some capture method you can
deselect “Typing their name and initials.”

Drawing and Uploading an image options will also enable the Mobile option that is referred to
as “Cross-device Signature capture.” This allows a signer on a desktop or laptop to send an
SMS text to their mobile device with a link to create a signature, capture just the signature, and
then relay that signature image back to the document on the desktop or laptop system.

You can MANDATE that signers use the Cross-device Signature capture by enabling
MANDATORY Mobile Signature. It is unlikely you’ll want to mandate this, but if you do, you can
set Require signers to use a mobile device to create their signature and initials in the Additional
Setting section of the Signature Preferences section (toward the bottom).
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Home

Report Settings

Security Settings

Signature Preferences

Signature Preferences ¢

- Additional Settings

0O Allow Stamps workflows

O Require sgners to provide their job title whoen e-signing

O Require signers to provide their company name when e-signing
O Require signers 10 provide 3 rasson when doaciining to sign

0O Allow signers to print, place written s
O Show message to recipients when ¢

®

E Require signers 1o use 3 mobde device to create their signature and inttials @

Allow degtal signatures workflows

e5 and upioad the agreement back to Ad

Enabling this over-rides the existing Allow recipients to sign and initial by settings.

Document Expiration

A common question we hear is, “How long will the remote signature link be good for?”

The default is 10 days, but this can be changed under Account Settings, Send Settings, Limit
number of days signers will have to sign documents to: as shown here.

IMMESIgN | i
dome Send Manage Report Account
- —

Q Search
Personal Preferences v
Users

Groups

Account Settings S

Global Settings
Accoung Setup
Signatugre Preferences
Digital pignatures
Repo*emngs

Security Settings

Send Settings

Message Templates

Send Settings ©

Sender settings

Altow senders to change the default authentication method

For Signing Password strength and Knowtedge Based Authentication policies, see Security Settings

Document Expiration

Enable document expiratio
Allos
8 Allo
Limit numbe
nclude intern

0O include expiration information in emails sent ¢

ify expiration setti

after

igners

74

Preview, position signatures or add form fields @

Make document preview and auth
Allow

Yale

view settings per document

ted by default

ders to modify document

Signing Order

sign in the order they are entered

n any ordet

ors to select signing order

m

sndors 10 snacifv hwvhirid muting

Adobe has a robust help environment that you can access at helpx.adobe.com and your IMM

Project Manager can always point you to additional information you may need.
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Recommended Activities

Determine what signing options and settings your institution will require to both enable and
control your employee and signer interactions.

Document your decisions either in the Implementation Workbook or another location.

Apply your institution’s decisions in the eSign configuration screens and in the Adobe Sign
settings.

Review the Abode Sign Help pages (https://helpx.adobe.com/sign/user-guide.html).

Note any questions or concerns you have so that you can ask your IMM Product Expert during
the consulting/training session.

eSign Cloud: System Administration — Setting Signing Options
Revised on 10/24/2021 IMM .
©2021 IMM All rights reserved Page 13 of 13 /eS|gn



